


IPsec VPNs

Defining VPNs

= Historically, VPN is a broad term

* Generally defined as a means for transporting a subset of
network traffic over a separate network

* Performed through tunneling, separating, or securing
different types of traffic

= Types of VPNs today:
s Clear-text VPNs—Layer 3 VPNs, Layer 2 VPNs, or VPLS
* Secure VPNs—IPsec
* Combination of clear-text and secure VPNS
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The Meaning Behind'VPNs

VPNSs are usedto transport private network traffic over a public network infrastructure. The term VPN
has been used broadly:iin the networking industry for decades. For instance, the networking industry
has referred to X.25, Frame Relay, and ATM infrastructures as VPN networks. As the Internet spread
and as carriers and service providers migrated all their service offerings to IP, new forms of VPNs
emerged.

Types.of VPNs Today
We can subdivide these new forms of VPNs into three categories:

. Clear-text VPNs: These VPNs include Layer 3 VPNs, Layer 2 VPNs (Kompella and Martini
implementations), and virtual private LAN service (VPLS). These VPNs rely on MPLS
services and the use of signaling protocols over IP.

. Secure VPNs: These VPNs are IPsec VPNs, carrying payload over IP securely. We will
discuss these VPN types in this material.

. Combination of clear-text and secure VPNs: These VPNs are based on Layer 3 VPNs,
built on MPLS technology, and compounded with IPsec security.
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IPsec VPNs

Focus of this Material: Secure VPNs
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Secure VPNs
A network device that builds secure VPNs must be able to perform the following actions:

. Encrypt the original packet so that it cannot be easily decoded should it be intercepted
on the public network;

. Verify the original payload ensuring data integrity; and

. Authenticate the originating device as a member of the VPN, rather than a random
device operating on the public network.

This material focuses on end-to-end static IPsec VPNs. However, note that security platforms running
the Junos operating system also support end-to-site dynamic VPNs and VPN establishment using the
NetScreen Remote VPN client. See the Juniper Networks technical documentation at http://
www.juniper.net/techpubs for further information on these features.
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IPsec VPNs

Security Concerns

=" Three major concerns:
» Confidentiality
» Keep data secure and hidden
* [ntegrity
« Ensurethat data remains unchanged

* Authentication
« Confirmthat the data came from the advertised source
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Security Concerns
Three drivingiconcerns exist for network security: confidentiality, integrity, and authentication.

. Confidentiality: Online banking, credit card information, or a company’s competitive
information—how do we keep this information secure from the man in the middle? We
want information stored in such a way that if someone were to capture this datagram,
the information would appear meaningless.

J Integrity: Even though the information might be secure and hidden, meaning that
someone might not be able to determine or understand its contents, it could still be
possible for someone to change it. Someone could tweak bits to change the data from
what was originally sent through the network. So how do we ensure that if the data is
compromised, the remote station recognizes this fact and refuses to process the
information?

. Authentication: How does the remote station verify that the information came from the
device from which it expected it to come? You do not want to be communicating and
sending critical information to the wrong recipient!
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Confidentiality=Data Encryption

= Data encryption details:
* Provides data confidentiality

* Encrypted and decrypted using keys
« Symmetric (secret) key
« Asymmetric (public and private) key

* Areversible process
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Confidentiality=Data Encryption
The first of the three VPN security concerns is confidentiality.

Encryption provides data confidentiality. Encryption is the method of taking user data—referred to as
plaintext—and converting it into unreadable or secret data named ciphertext. An encryption
algorithmyand keys (strings of bits that seed the encryption process) are applied to the data,
resulting in ciphertext.

To reverse the process and decrypt the ciphertext, you must know both the encryption algorithm and
encryption key. You can decrypt encrypted data in one of two ways:

. Symmetric key encryption: This method uses the same key for both encryption and
decryption; and

. Asymmetric key encryption: This method uses a private key for encryption and a
mathematically related public key for decryption.

The cipher strength depends on the key size; the larger the key, the more secure the cipher output.
The trade-off is in processing time—larger keys use more computational cycles to encrypt and
decrypt.
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IPsec VPNs

Confidentiality=Symmetric Key Encryption

= Basic form of encryption:

* Symmetric kKeys are faster at bulk data encryption
* Typical key sizes range from 40-1024 bits
e Examples: DES, 3DES, AES
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Confidentiality—Symmetric Key Encryption

Symmetric key encryption,is the most straightforward form of encryption with the least amount of
overhead. Wereferto'itias symmetric because the key used to encrypt the data is the same key used
to decrypt the data. Thus, the same key must be known on both sides of a connection.

Symmetric key sizes range from 40 bits-1024 bits. These keys are considered to be very fast
because theyare not very long, and they are widely used for bulk data encryption. However, because
the key must be known to both the sender and the receiver, key management is a problem when
using symmetric keys.

Examples of symmetric key encryption include Rivest Cipher 4 (RC4), Data Encryption Standard
(DES), Advanced Encryption Standard (AES), and Blowfish.
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IPsec VPNs

Confidentiality—Public Key Encryption

= Widely used form of strong encryption
* Slow when used for bulk data encryption
* Typical sizes range from 512-2048 bits
e Examples: RSA and DH

Sender Receiver
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Public Key Encryption

The public, asymmetric key encryption method requires a pair of mathematically related keys. One of
the keys is'keptisecret and known only to the owner; this key is the private key. The owner distributes
the other key widely and anyone can access it; this key is the public key. You can only decrypt data
encrypted by the private key by using the corresponding public key, and vice versa. The keys are
mathematically related such that it is almost impossible to derive one key out of another.

Public key sizes range from 512 to 2048 bits. Because of the large size, these keys are extremely
slow and generally not feasible for bulk data encryption. However, public keys are widely used for
user and device authentication (for example, digital certificates). An example of public, asymmetric
key encryption is RSA.
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IPsec VPNs

Integrity

® Hash functions provide integrity services

* One-way hashing algorithm—cannot determine original data
from hash value
* Fixed-length output (depending on algorithm)
e Examples: MD5 and SHA
« MD5 provides 128-bit output

« SHA1 provides 160-bit output
« SHAZ2 provides variable outputs
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Integrity

Now that we have the data encrypted as it traverses the Internet, we must ensure that the data is not
subject to madificationralong the way. Even though a novice hacker might not be able to crack the
encryption algorithm and key, the hacker can still wreak havoc by modifying bits that the encrypted
payload carries. If this modification happens, the decrypted output does not match the original data.
Who knows what the consequences might be!

Hashing solves this problem by creating a fingerprint of the data, similar to a cyclic redundancy
check(CRC) checksum. Before data travels, it traverses a hashing engine that produces a
fixed-length hash output. It places the hash in a field in the packet along with the data before it
travels over the network. The destination device takes the same data and runs it through the same
hashing algorithm, calculating its own hash. The destination device then compares the hash that it
calculated against the hash carried in the packet. The same hash in both locations proves data
integrity in transit. If the hashes do not match, the packet drops.

The Junos OS supports MD5, SHA1, and 256-bit SHA2 hashing.
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Integrity—One-Way Hash Algorithms

= Fxample of a modulus operation:

3
80mod11= 1[50 -3

* Given the value 3, what was the original data?

A0mod11 =3
13mods =3
203mod 10 =3
11lmods =3
100mod 97 =3

* Hash functions can use the medulus operation in the hash
creation process
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One-Way Hash"Algorithms
A hash‘function must have two basics properties:

. You should not be able to calculate the original data from the hashed output. This
property ensures that you cannot derive the plaintext from the ciphertext.

. It must be mostly collision resistant. A collision occurs when two different inputs give
the same output. It must not be possible to predict a different input value that gives the
same output. This property is necessary because the purpose of hashing is to verify that
the data has not changed.

To see how it is possible to create a one-way function, think of the example on the slide, which shows
a modulus operation. Given the value of 3, it is not possible to determine the original value because
an infinite range of possible answers exists.

However, this example is not suitable as a real-world hash function because it does not satisfy the
collision-resistant requirement—a malicious person can change the plaintext by any multiple of the
modulus number and know that the hashed value remains the same.

The most secure and widely used hash function is the Secure Hash Algorithm 1 (SHA-1). SHA-1 is
preferred over Message Digest 5 (MD5), although MD5 is still widely supported. These functions
produce a fixed-length output that is useful when working with IP packets because the overhead of
transmitting the hash value is predictable.
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Integrity—The Hash'Process

The followingdist outlinesithe hash process:

1,
2.

The sender runs the data through the hash process.

The sender appends the hash value to the data and sends both the data and the hash
value to the receiver.

The receiver separates the data and the hash value.
The receiver hashes the data.

The receiver then compares the calculated hash value to the received hash value. If the
hash values match, the data is unaltered.

10
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IPsec VPNs

Source Authentication

= Validates datagrams by verifying that they came from
the proper source

* Authentication process uses HMAC

» Adds a secret preshared key to the hashing process

2 Juniper Networks, Inc. All rights reserved. JUﬂ!per
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Source Authentication

Encryption protects the packet contents from being viewed on the public network. Hashing verifies
that the data‘istunaltered. But how do you validate the source of the data?

The software performs source authentication using the Hashed Message Authentication Code
(HMAC). The sender appends a secret preshared key to the data, then performs the hash function.
Forhashes to successfully match, the receiver must append the same key value to the data before
performing the hash function. The key itself never transmits along with the data.
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Authentication with HMAC
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HMAC Authentication
The followingdist outlinesshashing with HMAC:
1. The sender appends the preshared key to the data, then performs the hash function.
The data and hash value travel to the receiver.
The receiver separates the data and the hash value.

The receiver appends the preshared key to the data, then performs the hash function.

ek wan

The receiver then compares the calculated hash value to the received hash value. If the
hash values match, the data is unaltered. If the hash values do not match, either the
data itself is corrupt, or the keys did not match, meaning the source is invalid. Either
way, the receiver discards the packet.
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IPsec VPNs

How Are Keys Exchanged?

= Encryption and hashing both rely on keys

* Manual configuration:
« Proneto configuration errors
« Rarely changed

* Automatic exchange:
« Uses public connections—how do you securethekey exchange?
= The solution: Diffie-Hellman key exchange algorithm
* First published standard for publie'key cryptography

* Solves the key distribution problem through the use of
public and private key pairs

« Onlythe public key travelssacross the network
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Key Exchange

As wealready discussed, both encryption and authentication are dependent on security keys, which
leads te the problem of key exchange. If keys must be the same on both sides of a connection, how
can you securely exchange key information?

One option is to manually configure the keys on both sides of the connection. Manual key
configuration is straightforward, but misconfigurations, especially when each device has a different
administrator, are common. Furthermore, manual configuration usually means that keys rarely
change, which is itself a potential security issue; given a large enough sample, any code can be
broken.

Automating the key exchange process is a good idea, but we must overcome the problem of sending
keys across a public network. Anyone intercepting the key has the ability to decode the data.

The Solution

Whitfield Diffie and Martin Hellman developed a solution to this problem in 1970. The Diffie-Hellman
algorithm is a method whereby two parties can agree upon a secret key known only to them. The
strength of the technique is that it allows the participants to create the secret value over an
unsecured medium without exchanging the secret value itself. This method also makes it impossible
to perform reverse generation of the secret if it is somehow intercepted.
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IPsec VPNs

Diffie-Hellman Groups

= Five sets of very large prime numbers (and a
generator) serve as the modulus for the Diffie-Hellman
algorithm

e Juniper Networks supports Groups 1, 2, and 5
* Group 1 usesa 768-bit prime

* Group 2 usesa 1024-bit prime
* Group 5 usesa 1536-bit prime
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Diffie-Hellman Groups

Diffie and Hellman proposed five groups of prime numbers and generator values to use in their key
exchange algorithm."Each group generates unique keys using a combination of exponential and
modulus calculations.

The Junos OS supports Diffie-Hellman (DH) Groups 1, 2, and 5. The larger the prime number—the
stronger the key—and the more computationally intensive the calculation. Diffie-Hellman Group 1
uses,a 768-bit prime number. Diffie-Hellman Group 2 uses a 1024-bit prime number. Diffie-Hellman
Group 5 uses a 1536-bit prime number.

You must configure both tunnel peers to use the same DH group; otherwise, the key generation
process fails.
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The DH Key Exchange Process
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The DH Key Exchange Process

Using the same DH group, each Junos security platform creates unique public and private keys.
These keys are'mathematically related by means of the DH algorithm.

The public key values exchange across the network. Each peer then runs its local private key and the
receivedpublic key value through the DH algorithm to compute a common session key. The session
keyitself never passes across the network.
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IPsec VPNs

IPsec Overview

= |Psec is an industry standard for providing IP data
security and integrity services
* Works at the IP Layer
* Supports unicast and multicast traffic

According to RFC 2401, IPsec provides security services at the [P Layer by enabling a system to Select required
security protocols, determine the algorithms to use for the services, and put in place any cryptographic keys
required to provide the reguested services.

2 Juniper Metwaorks, Inc.All rights reserved. - i ju niper.net

IPsec Overview

IPsec is a setof standards that defines how the encryption, validation, and authentication methods
we just discussed are'actually implemented in networks. IPsec works at Layer 3; it supports both
unicastiand multicast traffic.
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IPsec VPNs

IPsec: A Two-Step Process

" |Psec VPNs consist of two major steps:
1. Tunnel establishment: Establishes a secure tunnel and
parameters that define secure traffic
« Manual: Set all parameters manually

* Dynamic: Uses IKE
2. |Psectraffic processing: Protects traffic between the two

tunnel endpoints by using security parameters defined in
the tunnel establishment step

@ 2012 luniper Metworks, Inc. Al rights reserved. JUﬂ!Per v junip er.net

IPsec: A Two-Step:Process

IPsec VPNs consists of two major steps:

1. IPsec tunnel establishment: You can manually establish an IPsec tunnel or the Internet
Key Exchange (IKE) protocol can do it dynamically.

24 IP traffic processing: During this step payload protection takes place using security
parameters defined in the tunnel establishment phase.

We cover the first step—IPsec tunnel establishment using IKE—on the next several pages.
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IPsec VPNs

Step 1: Tunnel Establishment Using IKE

= |[KE provides increased functionality in secure
environments

* Uses UDP, Port 500

» Establishes:

« Security parameters (security associations)for creating IPsec VPN
tunnels

« Negotiates proposals containing encryption and authentication
algorithms

« Creates encryption and authentication Keysautomatically. which
provides the ability to rekey frequently

* Provides gateway identity function
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Step 1: Tunnel Establishment Using Internet Key Exchange

IKE is a secure key management protocol used by IPsec to have information exchanged in a secure
and dynamic mannerwith little or no intervention. The IKE proposal exchange is Phase 1 of the IPsec
tunnel establishment process. The following attributes exchange between IPsec peers as a part of
the IKE process:

. Encryption algorithm;

J Hash algorithm;

. Authentication method; and
. Diffie-Hellman group.

Once IPsec peers negotiate these attributes, they secure future attribute exchanges used to protect
data. IKE exchanges authenticate using one of the following methods:

. Preshared keys;
. Digital signatures; or
. Public key encryption.

IKE is preferable to manual keys in IPsec implementations because of the ease of management and
scalability.

18
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IPsec VPNs

Security Associations

= SAs are a set of policies and keys used to protect
Information between two peers
* An SA is uniquely identified by:
* The SPI. whichis an internal index number

* A destination IP address
« A security protocol

* |[KE SAs are;

 Established during IKE Phase 1 negptiations
* Bidirectional

e |Psec SAs are:

» Established during IKE Phase 2.negotiations
» Unidirectional
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Security Associations

A security association (SA) is a set of policies and keys used to protect information. SAs establish
upon the successful completion of IKE negotiations. An SA is uniquely identified by the security
parameter.index (SPI) value, the tunnel destination address, and the security protocol—
Encapsulating Security Payload (ESP) or authentication header (AH)—in use. The lifetime of an SA

can be based on either a time value or a value determined by the volume of traffic protected by the
proposal.
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SA Database
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SA Database

SAs are stored in a security association database. Each entry includes the name of the particular
VPN, the remote gateway IP address, the SPIs for each direction, the agreed-upon security protocol,
encryption, and authentication algorithms and keys.
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IPsec VPNs

IKE Phases

» |KE tunnel establishment:

* Phase 1:

« Two peers establish a secure, authenticated channel with which to
communicate

« DH Key exchange algorithm is usedto generate a symmetric key
commonto the communicating gateways

« Main mode: Used when both tunnel peers have static |P addresses

« Aggressive mode: Used when one tunnel peer hasa
dynamically assigned IP address

* Phase 2:
* |[PsecSAs are negotiated using a-Phase L'secure channel
« Proxy ID is used to identify whichSA'is referenced for VPN

« Diffie-Hellman key exchange algorithm can be used (again) to
create PFS

* Phase 2 mode is called quick mode
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IKE Phases
IKE tunnel establishment happens in two phases:

. Phase 1 establishes a secured channel between gateways for Phase 2 negotiations to
occur. The Diffie-Hellman key exchange algorithm establishes a shared key for
encryption.

. Phase 2 establishes the specific VPN connections. SAs are negotiated on behalf of

IPsec to determine the encryption and authentication algorithms to use when sending
user data. The SA is identified by a unique SPI that is also negotiated during Phase 2.

A single Phase 1 channel can establish multiple Phase 2 SAs or VPNSs. If wanted, a second
Diffie-Hellman exchange can be performed during Phase 2 to negotiate a new tunnel key. Because of
the encryption on this exchange, it is named Perfect Forward Secrecy (PFS).
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IKE Phase 1: Main Mode

Remote Corporate
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IKE Phase 1: Main Mode

IKE main mode is used when both tunnel peers have static IP addresses. The Phase 1 exchange
determines the following attributes:

. Encryption algorithm;

o Hash algorithm;

. DH group; and

. Authentication method:
- Preshared keys;
- Digital signatures; and
- Public key encryption.

The first two messages validate the peer configuration (by checking the cookie against the locally
configured peer IP address) and negotiate the parameters listed previously. Both tunnel peers must
have at least one configured matching proposal for Phase 1 exchange success.

The next two messages exchange Diffie-Hellman public key values and nonces necessary to
compute the shared key.

The last two messages send simple identification information using the negotiated key; these
messages validate that the key calculation was correct.

Continued on next page.
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IPsec VPNs
IKE Phase 1: Main Mode (contd.)

For Message 1 and Message 2, peers exchange cookies and SA proposals. Cookies are 8-byte
pseudo-random numbers generated by the sending machine (I=initiator) and receiving machine
(R=receptor). Every cookie is unique to the machine and to each particular exchange. These cookies
guarantee uniqueness and replay protection by hashing the sender's IP address, port, protocol, and
timestamp, which results in a unique identifier known only to the originator. Hence, they are included
in every IPsec packet and used to identify communication. In turn, the receptor inserts its known
cookie in Message 2 if it accepts the SA proposal.

An IPsec SA proposal contains the following:

. Phase 1 authentication method (main mode or aggressive mode);
. DH group number;

. Encryption algorithm;

. Authentication algorithm; and

. Key lifetime.

For Message 3 and Message 4, the DH public values exchangetoicreate a common session key.
Nonces, which are essentially random numbers, also exchange at this time for use as seeds for keys
generated later.

After both sides exchange their DH public values, a key is created on each side to encrypt the rest of
the IKE Phase 1 messages. The session key is a result of the exchanged public keys traveling to each
partner.

Messages 5 and 6 use the pre-shared key in thesHMAC algorithm.

www.juniper.net
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IKE Phase 1: Aggressive Mode
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IKE Phase 1: Aggressive Mode

IKE aggressive mode is used when one of the tunnel peers has a dynamic IP address that could be a
remote end userdialingyin to the Internet, or a remote site using DHCP to acquire an IP address.
(Main mode cannot be used because the first two messages validate peer IP addresses. In the case
of a dynamic host'address, the peer cannot preconfigure the address.)

Phase 1 aggressive mode must initiate by the device with the dynamic IP address. The first two
messages negotiate policy and exchange DH public values and nonces. In addition, the second
message authenticates the responder; the ID hash is compared with the locally configured peer ID.

The third message authenticates the initiator and provides a proof of participation in the exchange.
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IKE Phase 2: Quick Mode
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IKE Phase 2: Quick-Mode

Once Phase 1 is complete, proposals exchange to establish a specific VPN. The following attributes
are negotiatedin-Phase 2:

. Security protocol (ESP or AH);

. Tunnel mode or transport mode;
. Proxy IDs; and

. Optional DH group.

Upon successful completion of quick mode, user data encrypts between the configured IPsec peers.
Both tunnel peers must have at least one matching proposal configured for Phase 2 exchange
success.

The result of Phase 2 is to create an IPsec VPN for user data to securely transmit through the
network.

Continued on next page.
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IPsec VPNs
IKE Phase 2: Quick Mode (contd.)

For Message 1 and Message 2, a Phase 2 proposal list exchanges. The list contains encrypted and
authenticated information that determines the algorithms and keys for encrypting and
authenticating user data. The Phase 2 proposal list contains the following items:

. ESP or AH;
. DH group number (O for no PFS);

. Encryption algorithm;

. Authentication algorithm;
J Key lifetime;
. Proxy ID (policy rule); and

. DH public keys (optional if using PFS).

Message 3 acknowledges information sent from quick mode Message 2 so thatthe Phase 2 tunnel
can establish.
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IPsec VPNs

IPsec: a Two-Step Process—Step 2

= |Psec VPNs consist of two major steps:
1. Tunnel establishment. Establishes a secure tunnel and
parameters that define the secure traffic
« Manual: Set all parameters manually

« Dynamic: Uses IKE
2. |Psectraffic processing: Protects traffic between the two

tunnel endpoints by using security parameters defined in
the tunnel establishment step
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IPsec: A Two-Step.Process—Step 2

Now that we have covered the tunnel establishment step of the IPsec process, we cover the next
step—IPsec traffic processing. Once the IPsec tunnel establishes, the devices are ready to send the
payload using the IPsec attributes and protocols, which ensure payload protection.
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Step 2: IPsec Traffic Processing

= Goal: Traffic protection
= [Psec modes:

* Transport

e Tunnel
AH
= [Psec protocols:
ESP X
* AH
s ESP

2 Juniper Metworks, Inc.All rights reserved.
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Goal of IPsec Traffic'Processing

During the IPsec traffic processing step, the devices have one goal—to ensure traffic protection. The
most commonly usedilPsec mode is ESP tunnel mode.

IPsec.Modes

IPsec handies the payload using one of two modes—transport or tunnel. We discuss each mode in
the next few pages.

IPsec Protocols

IPsec uses two protocols to ensure payload security—the AH protocol and the ESP protocol. Again, we
discuss each of these protocols in the next few pages.
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IPsec Modes

Transport Mode Tunnel Mode

s & [ Boe
B Y@} I:_I LAN E iy

1 C
IP Header TCP | Payload IPHeader | TCP | Payload
4 LY 4 4
’ . ’ '
z .. N, 4 N— /
IPsec | ' NewlP IPsec ' ' IPsec
__ IP Header TCP .. Payload | Ho e IP Header “ TCP " Payload

Juniper

IPsec Modes
You can implement IPsec in the following two modes:

o Tunnel mode: This mode is the most commonly implemented method. Tunnel mode is
implemented between IPsec gateways or an IPsec gateway and a remote client
providing secure access to the networks behind the gateway. In this method, end
systems need not be aware of the IPsec protocol suite. All encryption and decryption
takes place on the IPsec gateways on behalf of the hosts behind the gateway.

. Transport mode: This mode is implemented between IPsec end systems. End systems
should be aware of the IPsec protocol suite. They do all the encryption and decryption of
data.
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IPsec Protocols

" [Psec uses two protocols
In transport or tunnel modes:

* AH:
+ RFC2402 _
« Uses protocol number 51 : i \
* ESP:
« RFC2406
* Uses protocol number 50 : nigr ! R
+ Most often used prOtOC'Ol 3. NOENGRYPTION 3. Confidentiality

inIPsec

2 Juniper Networks, Inc. All rights reserved. g W junip er.net

IPsec Protocols
Two protocolsiexist that IPsec can use to ensure payload security—AH protocol and ESP:

. AH‘provides only data integrity, authentication, and antireplay services. AH is identified
by IPyprotocol number 51. It uses MD5 or SHA-1 to provide data integrity services. AH
provides no encryption of data in the packets.

. ESP provides data confidentiality, data integrity, authentication, and antireplay services.
It does not use a transport protocol like TCP or UDP; it rides directly on top of IP using
protocol number 50. ESP uses symmetric key algorithms like DES, triple Data
Encryption Standard (3DES), or AES, and hash methods like MD5 and SHA-1 to provide
security services. Antireplay services ensure that third parties cannot capture and
retransmit datagrams. By checking sequence numbers, a receiver can determine
receipt of a packet and can discard any repetitions.
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Example: Tunnel Mode AH Packets

Original packst

Protocol AH > Heade 0 D=
51

— Authenticated ﬁ

MNew IF Header

@ 2012 luniper Metworks, Inc.All rights resened. JUﬂ .tpe.r W ju niper.net

Example: Tunnel:Mode AH Packets

AH authenticates only the immutable fields in the IP header. Fields like time to live (TTL) and type of
service (ToS) change during packet transit, so these fields do not receive authentication. The new IP
header contains protocol number 51, signifying AH.

The AH header contains the following items:
. Next header: Information on the next expected segment;
. Payload length: Indicates the size of the payload;

. SPI: An arbitrary 32-bit value that, in combination with the destination IP address and
security protocol (AH), uniquely identifies the security association for this datagram; and

. Sequence number: An unsigned 32-bit field containing a monotonically increasing
counter value (sequence number). It is used to detect antireplay.
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Example: Tunnel Mode ESP Packets

Qriginal packet

IP Header

TCP

Protocol ESP
50

IP Header TCP

New IP Header

_ Encrypted
— Authenticated

2 Juniper Metworks, Inc.All rights reserved. i ju niper.net

Example: Tunnel Mode -ESP Packets

In tunnel mode, the ESP header inserts between the new IP header and the original IP header. The
new IP header. containssprotocol 50, representing ESP. The ESP header contains the following
information:

o SPI: An arbitrary 32-bit value that, in combination with the destination IP address and
security protocol (ESP), uniquely identifies the security association for this datagram;
and

. Sequence number: An unsigned 32-bit field containing a monotonically increasing
counter value (sequence number); it is used to detect antireplay.

The ESP trailer contains the following information:

. Padding/pad length: Depending on original data size, padding might be required to fill
the packet; and

. Next header: Information on the next expected segment.

ESP Auth is the integrity check value (that is, the hash value) for this packet.
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Traffic Processing (1 of 2)

Remole | | Corporate
HostA —— —— HostB
Q et { _Interne’I[' — __ Q
ge-0/0/1 | ge-0/0/0 . ' ge-0/0/0 | ge-0/0/1
101105 101101 | 1181 2281 | 10.1.2101 10.1.210.5

'_ 101105 | 1012105

Prefiz Interface Gateway
1012105 ge-000 110254

From zone Private to zone Public if3A =10.1.105 & DA =101 2105 & Application= any, then use tunnel

[ X0.}0X [ 20 D410% |
| 20 M0 | X.1K106
1181 | 2281 |50 Pl X0 X058 1 X0X [ HasH |

®
®
®
®
&
®
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Traffic Processing: Part 1
The following list describes the order of traffic processing:

1. The packet arrives at the remote Junos security platform.
The Junos OS looks up the destination route and determines the Egress Zone.
The Junos OS looks up the security policy. The traffic matches a tunnel policy.
The original packet receives encryption.

The Junos OS hashes the packet with an authentication key.

o a e N

The Junos OS builds the tunnel packet with a new IP header, IPsec header, and hash
value. The new packet travels to the tunnel peer.
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Traffic Processing (2 of 2)

Remote [ : Corporate
HostA | i—— HostB
Q T _lnternet T ,,. g
ge-0/0/T . ge-0/0/0: ' ge-0/0/0 1 ge-0/0/1:
101105 101101 :1.1.8.1 5081 11012101 101.210.5
: E =

@l 1181 | 2281 ]50] SPI | X0.3w0XK [ 2.L20X [ HasH ]
SPI Encap Encryp  Auth

2001 ESP AES  SHA

®| HasH | = | HasH |

20140 5K | 1001 0% e—t 10.1.105 '_ 10.1.210 5
Prefix Interface Gateway
10.1.210 5 gs-00/1 0000

@ From zone Public to zone Private if 34 =101 105 & DA =101 2105 & ApplicatiorFall, then use tunnel
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Traffic Processing: Part.2
This list is a continuation of the list from the previous page, describing the order of traffic processing:
7. The corporate Junos security platform receives the encrypted packet.

8. The Junos OS looks up the incoming SPI in the local SA database. The matching record
contains encryption and authentication algorithms, and keys.

9. The Junos OS compares the locally calculated hash with the received hash.
10. The Junos OS decrypts the packet.

11. The Junos OS performs the routing lookup for the decrypted packet and determines the
Egress Zone.

12. The Junos OS checks the associated security policy. It forwards the packet if the tunnel
policy exists for the packet.
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IPsec Summary

Remote Corporate
Q === [Intemet) = Q
ge-0/0/1°  ge-0/0/0" S se0/0/0: ge-0/0/1-
101105 101101 1181 2281 10.1.2104 101.210.5
Phase 1
Header, SA, DH Header, SA, DH
Phase 2
SA, Proxy ID

SA, Proxy ID
IPsec Tunnel

Data *"l Data

Juniper

i ju niper.net
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IPsec ProcessingSummary
The slide providesia summary of all the steps of IPsec traffic processing.
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Junos 0S IPsec Implementation

" [Psec implementation methods:

* Policy based:
« Upon a match. the security policy sets up the IPsec tunnel
* New tunnel generates for each flow of traffic that matches a policy
« Always has permit as policy action

* Route based:

« Upon a match, the security policy permits traffic with the
destination address pointing to the securetunnekinterface—st0.x

* Aroute to the destination is through the st0.x interface. whichis
boundto a specific IPsec tunnel

« Typically only one VPN generated between two sites

2012 luniper Metworks, Inc. Al rights reserved. _JU[W Lp'gr W junip er.net

IPsec ImplementationsMethods
The Junos OSoffers two'methods for IPsec VPN implementation:

. Policy-based VPNs: To implement this method, a security policy specifies as its action
the IPsec VPN tunnel for transit traffic that meets the policy’s match criteria.
Policy-based VPNs are required when one endpoint of the tunnel uses dynamic
addressing. For policy-based IPsec VPNs, a new tunnel generates for each flow of traffic
that matches the policy. Because each tunnel requires its own negotiation process and
a separate pair of SAs, the use of policy-based IPsec VPNs can require more resources
than route-based IPsec VPNs.

. Route-based VPNs: Unlike the process for policy-based IPsec VPNs, for route-based

IPsec VPNSs, a policy refers to a destination address—not an IPsec VPN tunnel. Because
a destination address is used, route-based VPNs are generally the best VPNs to use
when a routing protocol adjacency must be formed across the tunnel. When the Junos
OS searches a route that must send traffic to the destination address, it finds a route
associated with a secure tunnel interface (st0.x). The tunnel interface is bound to a
specific IPsec VPN tunnel, and traffic routes to the tunnel if the policy action is permit.
With a route-based IPsec VPN, in most cases, only one VPN exists between two sites.
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Elements of IPsec VPN Configuration

= Flements of IPsec VPN configuration include:
1. Configuration of IKE Phase 1
2. Configuration of IKE Phase 2

3. Applying IPsec implementation method:
« Configuration of policy-based IPsec VPNs
« Configuration of route-based |IPsec VPNs

@ 2012 luniper Metworks, Inc. Al rights reserved. JUﬂ Fper W funiper.net

Elements of IPsec VPN Configuration:
IPsec VPN configuration consists of three steps:
1 Configuring IKE Phase 1;
2. Configuring IKE Phase 2; and

3. Applying the IPsec implementation method, which includes implementing either
policy-based VPNs or route-based VPNs.
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Configuring IKE Phase 1 Parameters (1 of 3)

= Step A:
» Configuring IKE Phase 1 proposals:

[2dit security ike]
userflsrxz# show
proposal proposal-—name |
authentication-method [pre-shared-keys | rza-signatures];
dh-group [groupl | group2 | groupb]:
authentication-algorithm [md5 | sha-256 | =zhal];
encryption-algorithm [3des-cbhe | aes-128-cbe | aes-192-che | aes-256-chaells des-cbe] ;
lifetime-seconds seconds;

» Optionally, use the Junos predefined Phase 1 proposal from
these choices:
* basic
« conmpatible

e standard

2 Juniper Networks, Inc. All rights reserved. W junip er.net

Configuring IKE Phase:1 Parameters: Step A

IKE Phase 1 configuration, requires that you perform the following steps:
A. Configure IKE Phase 1 proposals;
B. Configure IKE policies and reference the proposals; and
C. Configure the IKE gateway and reference the policy.

The slide addresses Step A, which is optional, because you can use the Junos predefined proposals.
The following are the predefined proposals:

. basic:
- Proposal 1: preshared key, DH g1, DES, and SHA1
- Proposal 2: preshared key, DH g1, DES, and MD5

. compatible:
- Proposal 1: preshared key, DH g2, 3DES, and SHA1
- Proposal 2: preshared key, DH g2, 3DES, and MD5
- Proposal 3: preshared key, DH g2, DES, and SHA1
- Proposal 4: preshared key, DH g2, DES, and MD5

Continued on next page.
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Configuring IKE Phase 1 Parameters: Step A (contd.)

. standard:
- Proposal 1: preshared key, DH g2, 3DES, and SHA1
- Proposal 2: preshared key, DH g2, AES128, and SHA1

\%
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Configuring IKE Phase 1 Parameters (2 of 3)

= Step B:
» Configure IKE Phase 1 policies and reference the IKE
proposals

[edit =security ike]
userfsrz# show
policy policy-name |

mode [main | aggressiwvel]
(proposals proposal-name) | (proposal-set [basic | compatikle | standard]) ;
pre-shared-key [ascii-text | hexadecimall;

W juniper.net

2 Juniper Metworks, Inc.All rights reserved.

Configuring IKE Phase:1 Parameters: Step B

The slide illustrates the syntax for Step B of IKE Phase 1 configuration, which is policy configuration.
For this step youmustieither refer to the preconfigured proposal from Step A or use a system-defined
proposal. Also, within the policy you must specify the preshared key and mode of IKE—main or

aggressives
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Configuring IKE Phase 1 Parameters (3 of 3)

= Step C:
» Configure the IKE Phase 1 gateway and reference the IKE
policy configured in Step B

[edit security ike]

uzer@srxz# show

gateway gateway-name |
ike-policy policy—name;
address address;
external-interface interface—name;
dead-peer—detection {

interval seconds;
threshold nunber;

@ 2012 Juniper Metworks, Inc. &l rights reserved. JUﬂ!per i ju niper.net

Configuration'of:IKE Phase 1 Parameters: Step C

The slide illustrates the last step of IKE Phase 1 configuration, which is gateway configuration. In this
step you mustirefer to the policy configured in the previous step, define the peer address, and
specify the outgoing interface. Optionally, you can configure dead peer detection (DPD) to send a
DPD’request packet if the device does not receive traffic from a peer for the number of seconds
specified with the interwval option. You can also configure DPD to consider the peer unavailable
after@a threshold number of interval periods is reached. For example, assume that the interval value
is 10 seconds and the threshold value is 5. If the device does not receive traffic from a peer for 10
seconds, it sends a DPD request packet to it. The Junos security platform then considers the peer
unavailable after five sequences of waiting for 10 seconds.
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Configuring IKE Phase 2 Parameters (1 of 3)

= Step A:
» Configure IKE Phase 2 proposals:

[edit security ips=ec]
userfsrx# show
proposal proposal-name |

protecel [ah | espl:
authenticaticon-algerithm [hmac-md5-96 | hmac-shal-96] ;
encrypticn-algorithm [3des-ckc | aes-128-cbc | ass-192Z-cbc | aes-Z5g-cbkc |hdes-ckc):

lifetime-kilobvtes kilobyvtes:
lifetime-seconds seconds:

» Optionally, use the Junos predefined Phase 2 proposal from
these choices:
* basic
« conmpatible

e standard

2 Juniper Networks, Inc. All rights reserved.
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Configuring IKE Phase:2 Parameters: Step A

IKE Phase 2 configuration, requires that you configure the following steps:
A. IKE Phase 2 proposals;
B. IKE Phase 2 policies; and
C. IKE Phase 2 VPN tunnel.

The slide addresses Step A, which is optional, because you can use predefined proposals. The
following are the predefined proposals:

. basic:
- Proposal 1: no PFS, ESP, DES, and SHA1
- Proposal 2: no PFS, DH g1, DES, and MD5
. compatible:
- Proposal 1: no PFS, ESP, 3DES, and SHA1
- Proposal 2: no PFS, ESP, 3DES, and MD5
- Proposal 3: no PFS, ESP, DES, and SHA1
- Proposal 4: no PFS, ESP, DES, and MD5

Continued on next page.
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Configuring IKE Phase 2 Parameters: Step A (contd.)
i standard:
- Proposal 1: ESP, DH g2, 3DES, and SHA1
- Proposal 2: ESP, DH g2, AES128, and SHAL
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Configuring IKE Phase 2 Parameters (2 of 3)

= Step B:
» Configure the IKE Phase 2 policies and reference the [KE
proposals

[edit security ipsec]
uger@zrx# show
policy policy—name |
perfect-forward-secrecy |
kevs [groupl | group? | grouph]:;

}
(propo=zals proposal-name) | (propesal-zet [baszic | compatible | standard]);

W juniper.net

2 Juniper Metworks, Inc.All rights reserved.

Configuring IKE Phase:2 Parameters: Step B

The slide illustrates the syntax for Step B of IKE Phase 2 configuration, which is policy configuration.
For this step, you'musteeither refer to the preconfigured proposal from Step A or use a
system-defined proposal. Also, within the policy, you have the option to configure PFS to use with the
three'supported groups of DH as the method for the Junos OS to generate the encryption key.
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Configuring IKE Phase 2 Parameters (3 of 3)

= Step C:
» Configure the IKE Phase 2 VPN tunnel and reference.the IKE
Phase 2 policy configured in Step B

[edit security ipzec]

useri@zrx# show

vpn vpn—-name | I IS necessary only for
|bind-interface st0. x; 1 = -, oute-based VPNs
1ke |

Jgateway gateway—name;

ipsec-policy policy—nams;

s
Is necessary if using
the dynamic key

i)

! e
manual | —~—————— Is necessary if using
the manual key

H
eztablizh-tunnels [immediately | ondtraffic];

2 Juniper Networks, Inc. All rights reserved. JUﬂ!per i ju niper.net

Configuring IKE:Phase 2 Parameters: Step C

The slide illustrates the last step of IKE Phase 2 configuration, which is VPN configuration. In this

step, you mustrefer to the policy defined in the previous step, as well as the gateway preconfigured
in Step C of IKE Phase 1. If you are configuring a route-based VPN, you must bind the stO.x interface

to the VPN, as illustrated on the slide. If you manually set up a tunnel, you must specify all the
necessary attributes manually. Should you choose to do so, you can set up all the necessary
parameters under the security ipsec vpn configuration stanza. The optional
establish-tunnels command specifies when to activate IKE- immediately, or

on-traffic. The immediately option signals the device to activate IKE immediately after
VPN configuration or configuration changes are committed. The on-traf £ic option signals the

device to activate IKE only when payload traffic flows.

www.juniper.net
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Applying IPsec—Policy-Based IPsec VPNs

= Apply the IPsec VPN from the security policy

[edit security policies]
user@srx# show

from-zone source—zone—name to-zohe destination—zone-—-names |
policy policy—-name |
match |

h
then !

Refereficeto the |Psec
i YWPM tunnel
permit |
tunnel {

ipsec—vpn ipsec—tunnel-name;
i

46

@ 2012 luniper Metwaorks, Inc. &l rights reserved.

Juniper

W juniper.net

Applying IPsec—Policy-Based |IPsec VPNs

If you are implementing apolicy-based IPsec VPN, you must apply the configured VPN from within the
security policy, as illustrated on the slide.
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Applying IPsec—Route-Based IPsec VPNs

= Steps:
[edit routing-options]
[edit interface] user@zrx# show
userl@srx# show static {
route 10.8.14.0/24|next-hop S.tﬂ,g;_l
unit mumber { b
family inet {

address address: [edit security =zones]
T userfdsrx# show security-zone Zene-name
mtu mtu-size; o G

} interfaces |
} ge-1/0/1.0;

} }

[edit security ipsec]
user@srx# show

Vin vph—hame |

Find—interface st0. x;

012 luniper Metw Inc. Al rights r 2] JUﬂFper ot juniper.net

Applying IPsec=Route-Based IPsec VPNs
If you are implementing a route-based IPsec VPN, you must perform the following steps:

1 Configure the secure tunnel interface (st0.x);

2 Configure a static route or enable dynamic routing that points to the stO.x interface;
3. Add the stO.x interface to the appropriate security zone; and
4

Bind the st0.x interface to the IPsec VPN.
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Example: Creating Policy-Based IPsec VPNs

Using IKE
_— .

I Edge Remote
| [ — " 11?01_ |
I\!ntHnEt E B E
ECEEEEEEER . y [EEEs _pEee |
| = pe-1/0/1 . -
PrivatePC 2001
10.1.1056
[edit security policies] [edit security policies]
nser@Eduef show 1user@Penotef shotr
from—zone HPE to-zone Public | from—zone Public to-zone Public {
policy vpnd { policy allow 4
match | match |
source-address allPCs; sour ce-address arg;
destination—address Public-hosts; dest ination-address any:
application ary; application =ty
} }
then { then {
permit { pergit
twmel { tirmel
ipsec—wpn Twineld; ipsec—vpn Tumelld
I I

Example: Creating Policy-Based IPsec VPNs Using IKE

Consider the following example: you must implement a policy-based IPsec VPN between two SRX
Series Services Gateways named Edge and Remote, as illustrated on the slide. A policy-based
IPsec VPN implies that you must refer to the VPN tunnel from within the policies at each end, as

demonstrated on the slide.
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Example:
Configuring IKE Phase 1 Parameters

[edit security ike]

uzer@Edge# show

proposal ike-phasel-proposal |
authentication-method pre-shared-keys;
dh-group groupz;
authentication-algorithm md5;
encryption—-algorithm 3des-cho;
lifetime-seconds 600;

}

policy ike-policyl {
mode main;
proposals ike-phasel-proposal;
pre—shared-key aszcii-text "5951MaellN=zYozjqda"; ## SECRET-DATA

}

gateway ilke-phasel-gateway |
ike-policy ike-policyl:
address 1.1.70.1;
dead-peer—-detection {

interval Z20;
threshold 5;

}
external-interface ge-1/0/1.0;

012 Juniper Metw Inc. All rights r 2] JUﬂ!Eer e juniper.n et

Example: Configuring IKE Phase 1 Parameters
The slide illustrates the configuration of the following parameters for IKE Phase 1:

1. Proposal for IKE Phase 1: Recall that this step is optional, because you can use the
Junos predefined proposals (the choices are basic, compatible, or standard).
On the slide, we named the configured proposal ike-phasel-proposal. We
decided to use authentication algorithm md5, encryption algorithm 3des-cbc, a DH
key exchange of group 2, and preshared keys as the authentication method.

2. A policy, called ike-policyl: Within the policy we specified the mode that IKE Phase
1 will use—main mode, in this case. We referred to the proposal
ike-phasel-proposal, and we specified the preshared key.

3. Gateway, called ike-phasel-gateway: Within the gateway stanza we referred to
the policy ike-policyl, specified the address of peer Remote (1.1.70.1), and
specified the external interface that IKE will use to establish the tunnel (ge-1/0/1.0).
Also, we decided to use DPD so that a peer sends a DPD request packet to another peer
if it does not hear from it for 20 seconds. Suppose it is Edge that sends the DPD
request packet to Remote. After sending the DPD request packet, Edge considers
Remote to be unavailable after five sequences of waiting for 20 seconds.

You must repeat the illustrated configuration on the Remote device, defining the appropriate
external interface and gateway address.
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Example: Configuring IKE Phase 2
Parameters for Policy-Based IPsec VPNs

[edit security ipsec]
user@Edge# show
proposal ike-phaseZ-proposal |
protocol esp;
authentication-algorithm hmac-md5-26;
encryption-algerithm 3des-che;
lifetime-seconds 3200;
}
policy ipsec-poll |
perfect-forward-secrecy |
keyvs groupZ;
b
proposals ike-phaseZ-proposal;
b
vpn Tunneld |
1ke |
gateway lke-phaszel-gateway:
ipsec-policy ipsec—poll;
}

eztablizh-tunnels immediately:

Example: ConfiguringlKE Phase 2 Parameters for Policy-Based IPsec VPNs

The slide illustrates configuration of IKE Phase 2 parameters for our example. Our configuration
consists of the following:

1. A proposal for IKE Phase 2: Recall that this step is optional because you can use the
Junos predefined proposals (the choices are basic, compatible, or standard).
We named the configured proposal i ke-phase2-proposal. We decided to use
authentication algorithm hmac-mds - 96, encryption algorithm 3des-cbc, and the
ESP protocol.

2. A policy called ipsec-pol1: Within the policy we referred to the proposal
ike-phase2-proposal, and we specified that IPsec will use DH Group 2 as its PFS.

3. A VPN tunnel, called TunnelA: Within the tunnel we referred to the gateway
ike-phasel-gateway and the IKE Phase 2 policy ipsec-poll. We also specified
that tunnels should establish immediately.

Note that you should repeat the configuration illustrated for the Edge device on the Remote device.
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Monitoring Policy-Based IPsec VPNs

uszer@Edge> show security ike security-associations
ndex Femote AQArL=ss  SLate LINIL1AL0L COOKle Responder CooKlie Node
19 i P o [ up 1927f01c38bclBdk caf31ld7f107c871d  Main

[KE
Phase 1
results

user@Edge> show security ipsec security-associations

total configured =za: &

1D Gat eway Port Algorithm SPT Life:sec/kb Mon wevs

<2 b ¥ | O 500 ESP: 3des/mds 3de5f00d 3178/ unlim = 0

=2 o i e B EE 500 ESP: 3des/mds bdcddesZ2 3178/ unlim = 0 \\\\\\Ir

IKE

user@kdge> show security ipsec statistics

ESF Statistics: Fhase
Encrypted bytes: Ta1A 2
Decrypted bytes: 4704 results
Encrvpted packets: 56
Decrypted packets: 56

AH Statistics:
Input bytes:
cutput bytes:
Input packets:
Coutput packets:

Errcocrs:

AH authentication failures: 0, Replay error=s:o. 0
ESP authentication failures: 0, ESP deceypticn failures: 0
Bad headers: 0, Bad trailers: 0

D0 e

juniper.net

Monitoring Policy-Based IPsec VPNs

Once you finish and commit all the configurations, you must ensure that the tunnels are working
properly by following the order of how IPsec works. First ensure that IKE Phase 1 is working properly,
then ensure that IKE Phase 2 is working properly. To check that IKE Phase 1 functions properly,
check whether the SAs are formed. Similarly, you perform IKE Phase 2 checking by viewing the
resulting SAs.

The slide illustrates both commands with the resulting outputs. Also, you can view the IPsec
statistics that specify the number of transit packet bytes that the device has encrypted and
decrypted.
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Example:

Creating Route-Based IPsec VPNs Using IKE

1.1.80.0/28
HR I Public
Zone  Edge| Zone Remote
W < ™ T
1.1.701
| ) o \nernet w0 1/0/0 | s
Private PC
10.1.105

//:;dit routing-options]

user@Edge# show
static |
route 0.0.0.0/0 next-hop 1.1.80.1;
1
[edit interfaces]
user@Edge# show st
unit 0 {
family inet |
addre=z= 1.1.80.2/28;

(ngit routing-options]

userf@Remcte# show
static |
route 0.0.0.08/0 next-hop 1.1.80.2;
b
[edit interfaces]
useri@fRemote# show [st0
unit O

family inet |

addre=z= 1.1.80.1/28;

3
C

2221

\ J/

Example: Creating Route-Based IPsec VPNs Using IKE

Consider another example: In this case you need to set up the IPsec tunnel using the route-based
method and IKE.Recall:ithat a route-based VPN requires only one tunnel between Junos security
platforms, while a policy-based VPN sets up a tunnel for every new flow.

Youwmustensure that both ends of the VPN tunnel have a secure tunnel interface configured—in our
case it isthest0.0 interface, with IP address 1.1.80.0/28. Furthermore, you must ensure that each
of the devices has a valid route referring to the st0.0 interface. In our case we are using static route

0.0.0.0/0.
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Example: Configuring a Security Zone for a
Route-Based IPsec VPN

[edit security zones]
userdEdge# show security-zone Public
addrezs-book |
address hostl 2.2.2.1/32;
addres=z ho=st2 1.1.70.251/32;
address-=z=t Public-hosts |
address hostl;
address host;

st0.0interface added to
the PublIc secUrity zone at
both ends of the tunnel

}
+
screen protect;
host-inbound-traffic {
gystem-services |
any-service;
t
}

interfaces |
ge-1/0/1.0;

JU ﬂ lper it junip er.net
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Example: Configuring a Security Zone for a Route-Based IPsec VPN

Once you configure interface st0.0, you must add it to the corresponding security zone. In our case,
we must add'ittorthe Publ ic security zone. Also note that although the slide provides the
configuration for the Edge device, you must also repeat it for the Remote device.

www.juniper.net 53



IPsec VPNs

Example:
Configuring IKE Phase 1 Parameters

[edit security ike]

uzer@Edge# show

proposal ike-phasel-proposal |
authentication-method pre-shared-keys;
dh-group groupz;
authentication-algorithm mds;
encryption—algorithm 3des-cho;
lifetime-seconds &00;

ldentical to the
configuratian. for
a policy-hased

IPseayPN

}
policy ike-policyl |
mode main;
proposals ike-phasel-proposal;
pre—shared-key ascii-text "5951MaellN=Yosjqgda"™; ## SECRET-DATA
}
gateway ike-phasel-gateway |
ike-policy ike-policyl;
address 1.1.70.1;
dead-peer—-detection {
interval 20;
threshold 5;
}
external-interface ge-1/0/1.0;

juniper

Example: Configuring'lKE Phase 1 Parameters

The slide illustrates the configuration of the following parameters for IKE Phase 1:

1. The proposal for IKE Phase 1: Recall that this step is optional because you can use the
Junos, predefined proposals (the choices are basic, compatible, or standard).
Wesnamed the configured proposal i ke-phasel-proposal. We decided to use
authentication algorithm mds, encryption algorithm 3des-cbc, a DH key exchange of
group?2, and preshared keys as the authentication method.

2. A policy, called ike-policyl: Within the policy, we specified the mode that IKE Phase
1 will use—the main mode, in this case. We referred to the proposal
ike-phasel-proposal, and we specified the preshared key.

3. A gateway, called ike-phasel-gateway: Within the gateway stanza we referred to
the policy ike-policyl, specified the address of the peer Remote (1.1.70.1), and
specified the external interface IKE will use to establish the tunnel (ge-1/0/1.0). Also,
we decided to use DPD so that a peer will send a DPD request packet to another peer if
it does not hear from it for 20 seconds. Suppose that it is Edge that sends the DPD
request packet to Remote. After sending the DPD request packet, Edge considers
Remote to be unavailable after five sequences of waiting for 20 seconds.

Note that you must repeat the illustrated configuration at the Remote device, defining the
appropriate external interface and gateway address.

54 www.juniper.net



IPsec VPNs

Example: Configuring IKE Phase 2
Parameters for a Route-Based IPsec VPN

[edit security ipsec]

user@Edge# show

proposal ike-phaseZ-proposal |
protocol esp;
authentication-algorithm hmac-md5-96;
encryption-algerithm 3des-che;
lifetime-seconds 3200;

Binding the'lPsec “PN to the
st 0 interface makes that
YPMN route-based
}
policy ipsec-poll |
perfect-forward-secrecy |
keyvs groupZ;

b
proposals ike-phaseZ-proposal;
b
vpn Tunneld |
Ibind—interface StD.D;I
1ke |
gateway lke-phasel-gateway;
ipgec-policy ipsec-poll:;

}

establish-tunnels immediately;
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Example: Configuring IKE Phase 2 Parameters for a Route-Based IPsec VPN

The slide illustrates configuration of IKE Phase 2 parameters for our example. Our configuration
consists of the'following:

1. A proposal for IKE Phase 2: Recall that this step is optional, because you can use the
Junos predefined proposals (the choices are basic, compatible, or standard).
We named the configured proposal i ke-phase2-proposal. We decided to use
authentication algorithm hmac-mds - 96, encryption algorithm 3des-cbc, and the
ESP protocol.

2. A policy, named ipsec-poll: Within the policy we referred to the proposal
ike-phase2-proposal, and we specified that IPsec will use DH group?2 as its PFS.

3. A VPN tunnel, called TunnelA: Within the tunnel we referred to the gateway
ike-phasel-gateway and the IKE Phase 2 policy ipsec-poll. We also specified
that tunnels should establish immediately. Furthermore, we bound the st0.0 interface
to the tunnel.

When you compare the configuration on the slide to the policy-based IPsec IKE Phase 2
configuration, you will notice that the only difference between the two is the statement binding
interface st0.0 to the tunnel.

Note that we must also repeat the configuration illustrated for the Edge device at the Remote
device.
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Monitoring a Route-Based IPsec VPN
(1 0of 4)

user@iEdge> show security ike security-associations

Index Eemote Address State Initiator coockie Responder cookie Mode IKE
2 1.1.70.1 up 04c17bcBfee7056d  S5cfdB8286f6415e5%: Main Fhase
1 1.1.70.1 up 044fAf7455efabbb  97428c05adefY4aa  Main 1

Results
user@kEdge> show security ipsec security-associations
total configured =sa: 4

IDm Gateway Fort Algorithm SET Life:sec/kk Mon wvsys
<1p384 1.1.70.1 500 ESP: 3des/md5 2236e53c 3080/ unlim = 0
»16384 1.1.70.1 500 ESP: 3des/md5 f5965£43 3080/ unlim = 0
<1384 1.1.70.1 500 EgP: 3de=/md5 ecf3c3ase 3082/ unlim = 0
>16384 1.1.70.1 500 ESP: 3des/md5 452bc4B8% 3082/ unlim = ]

user@Edg§> show security ipsec statistics PE;EG
ESP Statistics: o
Encrypted bytes: 18176
Decrypted bytes: 11544 Results
Encrypted packets: 141
Decrypted packets: 141

AH Statistics:
Input bytes:
output bytes:
Input packets:
output packets:

Errors:

AH authentication failures: 0, Replay errors: D
ESP authentication failures: 0, ESP decrypticn Failures: O
Bad headers: 0, Bad trailers=: 0

o o o o
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Monitoring a Route-Based IPsec VPN: Part 1

Once you finish and commit all the configurations, you must ensure that the tunnels work properly by
following the order of'how IPsec works. First ensure that IKE Phase 1 works properly, then ensure
that IKE'Phase 2 works properly. To check that IKE Phase 1 functions properly, you must check
whether the SAs form. Similarly, you perform IKE Phase 2 checking by viewing the resulting SAs.

The slidetillustrates both commands with the resulting outputs. Also, you can view IPsec statistics
that'specify the number of transit packet bytes that the device encrypts and decrypts.
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Monitoring a Route-Based IPsec VPN
(2 of 4)

userfEdge> show interfaces stD terse

Interface Admin Link Proto Local Remate
=t0 up up
=t0.0 up up inet 1.1.80.2/28

userfEdge> show interfaces st0 detail
Physical interface: stl, Enabled, Physical link is Up
Interface index: 129, SNMP ifIndex: 118, Generation: 132
Type: Secure-Tunnel, Link-lewvel type: Secure-Tunnel, MNTU: 91592z,
SGpeed: Unspecified
Hold-times : Up O ws, Down O ms
Device flags : Present Runhing
Interface flags: Foint-To-Foint
3tatistics last cleared: Never
Traffic statistics:

The stO
interfaceis up

Statisticefor
the stO

interface

Input bytes : a 0 bp=
Jutput bytes 12389 0 bp=
Input packets: u} 0 pps
output packets: 145 0 pps

Logical interface =st0.0 (Index 66) (SNMP iflIndex 546) (Generation 187)
Flags: Point-To-Foint SNMP-Traps Encapsulation: 3ecure-Tunnel
Traffic statistics:

Input hbytes @ 5416

oucput bytes 7914

Input packets: 99

oucput packets: 63
Local statistics:

Input hbytes ]

oucput bytes u]

Input packets: ]

output packets: ] . .

Transit statistics: The output is continued
Input bytes 5416 0 bps

Jutput bytes 7914 0 bps on the nEXt page

Input packets:

Jutput packets: Jjuniper.net

Monitoring a Route-Based IPsec VPN: Part 2

One ofithe differentiating points of a route-based IPsec VPN is that it uses the stO interface.
Thereforegyou'can use the show interfaces st0.xcommand to view whether the interface is
up as wellas how much information transits through it. If there is a problem in establishing the
route-based IPsec tunnel, the stO interface is not in the up state. The slide illustrates the results of
the show interface st0 detail command for the Edge device.
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Monitoring a Route-Based IPsec VPN
(3 of 4)

SJecurity: Zone: untrust
Flow 5Statistics :
Flow Input statistics :
3elf packets :
ICMP packets :
VPN packets :
Multicast packets :
Bytes permitted by policy :
Connections established :
Flow Output statistics:
Multicast packets : o
Bytes permitted by policy : 7914
Flow error statistics (Packets dropped due to):
Address spoofing: o
Authentication failed:
Incomitgg NAT errors:
Inwvalid zone received packet:
Multiple user authentications:
Multiple incoming NAT:
No parent f£or a gate:
No one interested in self packets:
No minor session:
No more sessions:
No MAT gate:
Mo route present:
No 34 for incoming 3PI:
No tunnel found:
No session for a gate:
No zone or NULL zone binding
Policy denied:
Jecurity association not active:
TCP sequence number out of windosr:
Syn-attack protection:
Tser authentication errors:
Protocol iner, MTU: 9192, Generation: 205, Route table: 0O
Flags: Hone
Addresses, Flags: Is-Primary
Destination: Unspecified, Local: 192.1658.100.2 4 Broadcast: Unspecified,
Generation: 222

H oo oMo

Statistics
for the
st0

interface

e e R o e o e s e o s e o o
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Monitoring a Route-Based IPsec VPN: Part 3

The slide is thé continuation of the show interfaces st0 detail command from the previous
slide. It provides statistical information for the stO interface, including flow input, flow output, and

flow error statistics.

58

www.juniper.net




IPsec VPNs

Monitoring a Route-Based IPsec VPN
(4 of 4)

user@Edge’> show route

inet.0: 16 destinaticons, 18 routes (16 active, 0 holddown, 0 hidden)

+ = Active Route, - = Last Active, * = Both
0.0.0.0/0 *[gtatic/5] 00:25:32 Default foute
> to 1.1.80.1 via st0.0 pointing 1o the
1.1.70.0/28 * [Direct /0] 00:25:15 stU interface
> via ge-1/0/1.0
1.1.70.2/32 *[Local/0] 00:25:16
Local via ge-1/0/1.0 __________,—-———'*“"“(- Ditéctand local
1.1.80.0/28 *[Direct/0] 00:25:32 foutes associated
> via =t0.0 L with the st
1.1.80.2/32 *[Local/0] 00:25:32 interface
Local via st0.0

JU ﬂ [per it junip er.net

Monitoring @ Route-Based IPsec VPN: Part 4

As wework with aroute-based IPsec VPN, it is useful to check the routing table entries, ensuring that
an_active route'referring to the stO interface exists. In our case, the 0.0.0.0/0 default route, using
interface st0.0 as its next hop, is active.
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Other IPsec VPN Monitoring Commands

= Other useful monitoring commands include:
* traceoptions

*clear security ike security-associations

*clear security ipsec security-associations

@©2012 Juniper Metwaorks, Inc. All rights reserved. IUij ”:’er v juniper.net

Other IPsec VPN Monitoring Commands

You can enable traceoptions to debug IKE Phase 1 and Phase 2. Also, you can clear IKE Phase 1
and Phase 2 SAs‘and'statistics using the clear security ike security-associations
and clear security ipsec security-associations operational commands.
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Common IPsec Configuration Problems

= Watch for the following problems:
* Proposal mismatch
* Preshared key mismatch
* No available route information
* Misconfiguration of the peer gateway and autgoing interface

12 luniper Metworks, Inc. Al rights reserved. | W junip er.net

Common IPsec Configuration Problems
You should be aware of the following common problems when configuring IPsec VPNs:

o Proposal mismatch: The IKE Phase 1 proposal lists configured on each side do not
agree. In this case, the initiator of the tunnel sees retransmissions and a
retransmission limit indicator. The problem is evident at the destination gateway (the
responder). The responder rejects all proposals sent by the initiator.

. Preshared key mismatch: The keys do not match.

. No route information is available: To establish a gateway, you must either configure an
explicit route or a default route (or use a dynamic routing protocol) to be used to reach
the remote gateway.

. The destination gateway is misconfigured: It might happen that the destination gateway
(responder) does not recognize the incoming request as originating with a valid peer
gateway. Any of the following misconfigurations could cause this problem:

- The peer gateway is not configured correctly;
- The outgoing interface is not the right one; or

- A proposal mismatch exists.
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